Neural Network Action Policy Verification via Predicate Abstraction
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Networks of Automata Policy Predicate Abstraction

State Expansion

Input: (sy, ., sp) € Slp, a € Awith a=(9jpc: 9, Ujoc, U)

= State variables V with a bounded-integer domain, _
1if =gjoc C Sy, . then return

and automaton location variables V..

= Explicit location information & predicates P C Expy,,;

" abstraction of Sy € Sy: SV’P cP—-B,p— P(SV), // optional applicability tests:

" Linear integer expressions Exp,,; over V, 2 if ~(SMT(sp, a) A NNSatp(sp, a) AN NNSat(sp, a)) then return

dy-vi+---+d-v,+cecwithdy,....d,ceZand vy,...,v, € V.

= concretization of sp € P — B: [sp| = {sy € Sy | Sy|p = Sp}.
* Predicate abstraction ©|p = (S|p, A, T|p), Where
Slp =38y, x (P —B),and
T1p = {((Svie SP). @. (S}, Sp)) € Slp x A x S|p|
38y € [Sp], Sy € [Sp]: ((Sv4e: SV), @ (S, Sy)) € T}

* Policy predicate abstraction ©7|p = (S|p, A, T"|p).

;L
Sy = SV/OC[UIOC]

= Linear integer constraints and conjunctions thereof Exp,,/, 485, :={} // empty truth-value assignment

e 1 e With e, e € Exp,;,(V) and < € {<, =, >}, 5 57, fixed with respect to sp, g, u // opt

6 enumerate_states (S&;)
State space LTS © = (S, A, T,
" states S = 5y, X Sy,

complete state variable assignments over V. and V

7 Procedure enumerate states (Sp: predicate state) :

8  if dom(s},) =P then
// optional transition tests:

Motivation: Safety verification for ©" via (over-approximating) o | | if =(SMT(sp,a,s),) A NNSatg(sp,a, s,,)) then return

= action .9, Uoe, U) € A composed of: . .
(Jioc: G Uioc, U) P reachability analysis in ©7|p.

- location guard g, & location update ujy

10 | if NNSat(sp, a, sp) then add ((sy, . Sp), & (s{,loc, sp)) to T7|p

(partial variable assignments over V), | else
E 12| | for some p € P\ dom(sy)
" 9 & EXProor SMT-Tests to Compute ©7|p 13 | let s := s, {p— true} in
- update u C YV x Exp;,;. 14 s/, fixed with respect to {p — true} // opt
_ -, , , . | |
transition ((sy,,, Sv), (9ioc; 9, Uioc, U), (S, Sy)) € T iff If Gioc C Sy, @and sy, = Sy, [Uic] (location constraints), then 15| | | enumerate states (Sp)
- Qioc € Sy, / / 16 | let s, =5,y {p+— false} in
o e " P P
- g(sy) evaluates to true, ((Sier SP) & (SV/OC> Sp)) € T™|p iff 17 sy fixed with respect to {p — false} // opt

48y € [573], S{; c [599]3 Q(SV) A S{} — SV[U(SV)] A 7T((SV/oc7 SV)) = 4a 18 ~enumerate_states (89;)

) S{}/OC — SV/OC[U/OC]’ and
- s, = syu(sy)].

— satisfiability problem over state variable assignments,
— encoded as SMT-test [Barrett et al. (1994)]:

Experiments

(on Racetrack modeled in JANI [Budde et al. (2017)])

An NN-SAT transition test, denoted NNSat(sp, a, sp), tests the
condition dsy € [sp], s}, € [sp]: g(sy) A S, = sp[u(sy)] A m(sy) = a.

Scaling over #Predicates

Neural Network Action Policies

10%
. i : _ : o] N 2 10% 5
« Action policy 7: S — A, Problem: NN-SAT tests are expensive — over-approximate. FRUE Bies £
impl feed-f | ks with ReL . £10° 4
e 1 5
ivation functi | | . E =
SMT (sp, a, sp) tests 3sy € [Sp], S}, € [Sp]: g(Sy) A S, = sy[u(sy)]. o
]

* Policy restriction ™ = (S, A, T™)
with 77 = {(s,a,s’) € T | 7(s) = a}.

= Policy safety property p = ((Sy..0, &), (Sv,. u, €v))

" Applicability tests: S 1014 beeeeees

25 50 7|5 1 (I)O 1 2|5 1 SIO 25 50 7|5 1 (I)O 1 2|5 1 SIO
SMT(SP, a) teStS ElSV & [373] : g(SV)s #Predicates #Predicates

» PA+Marabou NN 16 » PA+Marabou NN 24 a PA+Marabou NN 32 > PA+Marabou NN 64
NNSat(sp, a) tests dsy € [sp]: g(sy) A 7(sy) = a. PA+BB(Marabou) NN 16 o PA+BB(Marabou) NN 24 v PA+BB(Marabou) NN 32 < PA+BB(Marabou) NN 64

» PA+Marabou+Z3 NN 16 o PA+Marabou+Z3 NN 24 « PA+Marabou+Z3 NN 32 <« PA+Marabou+Z3 NN 64

with partial sy, o, Sy,,.u OVer Vioc and ey, ey € EXPpyp)-
= Start states Sp = {(sy,,, Sv) € Sy,. X Sy | Sy..0 C Sy, A €(Sy)}-
* Unsafe states

SU = {(SVier SV) € Svipe X Sy | Sy, U € Svip, N €U(SV)}-
= 7 Is unsafe with respect to p

iff there exist (sy,,, sy) € So, (., ty) € Su,

such that (t,,_, ty) is reachable from (sy,_, sy) in ©™.
Otherwise O©7 is safe with respect to p.

= Continuously-relaxed tests (relaxing discrete state variables to
the continuous domain): NNSatg(sp, a, ), NNSatr(sp, a).

Approach: Compute fragment of ©™|» reachable from Sp|p in a
forward search applying NN-SAT/SMT -tests.
—If (sy, ., sp) & Sulp for all reachable (s, ,sp), then = is safe.

Implementation:
Z3 [de Moura and Bjarner (2008)] for NN-SAT/SMT-tests,
Marabou [Katz et al. (2019)] for relaxed NN-SAT tests.
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